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POLICY MAINTENANCE ADMINISTRATOR: Chief, Bureau of Accounting and
Information Systems Administration

PURPOSE/SCOPE: To establish procedures for the acquisition and use of
communication equipment and services.

. AUTHORITY
Chapter 282, Florida Statutes, Communications and Data Processing

Chapter 60FF, Florida Administrative Code, Division of Telecommunications

Chapter 71A-1, Florida Administrative Code, Florida Information Technology
Resource Security Policies and Standards

Department of Financial Services, Reference Guide for State Expenditures

Internal Revenue Service Publication, Employee Cell Phones

[I. DEFINITIONS

A. Automotive Navigational Device (GPS) - A satellite navigation system designed
for use in automobiles to acquire position data and provide driving directions. For
the purpose of this policy, only voice-guided devices will be utilized. Sworn
personnel refer to FHP Policy 7.10, Wireless Voice/Data Communications for
additional guidelines or exceptions.

B. Cellular Telephone - An electronic device used for mobile voice or data
communication over a network of specialized cell sites. May be called a mobile
phone, cell phone, cellular phone or wireless phone.

C. Communication Services - Includes telephone service, mobile phone service,
conference call service and internet service.

D. Mobile Phone Coordinator - The member designated by the Division Director
who is responsible for ordering, monitoring usage and disposing of cellular
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F.

G.

J.

telephones, smart phones and pagers. This member must work with the Bureau
of Purchasing and Contracts to determine the appropriate contract.

Official State Business - Any period of time in which you receive or are eligible to
receive compensation for your travel time or work time.

Pager - A small telecommunications device that receives and transmits alert
signals and/or short messages.

Personal Use - The use of agency provided cell phones, smart phones and/or
pagers for calls to/from spouse, home, friend, family members or any personal
business.

. Smart Phone - A handheld phone that can provide email access, internet

services, information storage and retrieval and other functions (e.g. Blackberry
device).

SUNCOM - A statewide communications network operated by the Department of
Management Services.

Texting - Reading from or entering data into any handheld or other electronic
device, including for the purpose of short message service (SMS) or multimedia
message service (MMS) texting, e-mailing, instant messaging, obtaining visually
assisted navigational information or engaging in any other form of electronic data
retrieval or electronic data communication.

Transitory Messages - Electronic communications that are created primarily to
communicate information of short-term value, such as messages reminding
employees about scheduled meetings or appointments.

Wired Communication Devices - Communication devices that are connected by a
traditional wire or fiber and terminate in a fixed location. This includes, but is not
limited to, telephones, fax machines, credit card machines and modems.

. Wireless Voice/Data Communication Device - Any device capable of transmitting

and receiving voice or data communications without plugging into a wired land-
based phone network. For the purpose of this policy such equipment will include,
but not be limited to, the following:

1. Pagers

2. PDAs (Personal Digital Assistants)

3. Cellular telephones (Mobile phones)

4. Wireless aircards
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5.

6.

Smart phones and devices for voice and/or data, such as Blackberry or
iPhone; and

Mobile Data Computers (MDCs). FHP members should refer to the FHP
Policy 14.03, Mobile Data Computers for additional guidance.

lll. POLICY

It is the policy of the Department that:

1.

2.

Wired communication services are only established for the purpose of
conducting official state business.

Wireless communication devices will only be issued to members when
immediate, frequent voice telephone communication is required for
conducting official state business, and wired telephone systems are not
reasonably available or their use practical.

Only individually approved personal smart phones may be configured to
securely access Department email.

Internet access is established only for the purpose of conducting official state
business.

Department smart phones and aircards are intended to access department
email and Internet service and therefore must be used in accordance with
Department Policy 8.03, Personal Computer Use and Internet Access.
Misuse of communication devices or services will subject a member to loss of
the resource, personal reimbursement for the cost of lost or damaged
equipment due to negligence, disciplinary action and/or criminal prosecution.

IV. PROCEDURES

A. Wired Communication Services

1.

2.

Requests for New, Additional, or Changes in Telephone Equipment or

Services

a. Requests for new telephone systems, additional devices or features
should be sent to the Technical Assistance Center (TAC) at
TAC@flhsmv.gov for review, authorization and purchasing instructions.

b. A MyFloridaMarketPlace (MFMP) Direct Order will be issued for the
monthly recurring telephone service charges.

Telephone Repairs and Maintenance

a. Contact TAC for the initiation of telephone repairs. If so instructed by
TAC, a Direct Order will be issued in MyFloridaMarketPlace for telephone
repairs. The MyFloridaMarketPlace requisition will be routed through ISA
for approval prior to issuance of the Direct Order.
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b. If an emergency repair is necessary and so instructed by TAC, the
Purchasing Card may be used for repairs only, not to exceed $2,500.

. Telephone companies are responsible for maintenance of lines coming to

each building. The Department is responsible for service on all equipment

within each building. Maintenance agreements should only be entered in to
upon the approval of ISA. Requests for maintenance agreements should be
handled as in 2.a. above.

. Local Dialing

a. Local calls should be made using established procedures based on your
office location. Care should be taken not to make local calls using long
distance dialing procedures as additional costs will be incurred.

b. Extended Calling Service (ECS) is available in some areas. Calls to these
areas are not included in the local service plans and may have additional
charges. The local telephone directory will indicate the ECS and
associated charges.

. Long Distance Dialing

a. Department telephones may be used for long distance calls only when
conducting official state business.

b. When calling long distance, the proper access code for the area where the
call is being dialed should be used. The access codes are:

e 6+1
e 8+1
e O+1
If you are unsure of your access code, please contact TAC.

c. The Department is charged for the elapsed time of the long distance call.
All long distance calls should be kept to a minimum in number and length
of call. If the communication can be accomplished by email without
impacting customer service, this option should be considered.

d. Any personal long distance calls identified using agency telephones will be
reimbursed by the member making the calls.

. Directory Assistance calls are toll calls. Use of online telephone directories or

paper directories should be the first choice in determining a telephone

number.

. Collect telephone calls should not be accepted except in emergency

situations. If a collect call is accepted, the office supervisor should be

notified.

. Preparation and submission of telephone invoices for offices that do not

utilize the statewide Suncom network will be mailed directly from the vendor

to the local office.

a. The supervisor in charge of the local office is responsible for reviewing the
charges for accuracy and resolving any discrepancies with the telephone
company.

Revision Date: 05/26/11



STATE OF FLORIDA
Department of Highway Safety and Motor Vehicles

SUBJECT POLICY | PAGE
COMMUNICATION EQUIPMENT AND SERVICES 10.11 50f7
ACQUISITION AND USE
b. If the invoice is correct, the supervisor will sign and date the invoice

indicating approval and forward by fax (850-617-5200) or email
(invoice.accounting@flhsmv.gov) to the Accounts Payable Section,
Bureau of Accounting, within five working days of receipt of the invoice.

B. Wireless Communications
1. Mobile Telephones, Aircards and Smart Phones

a.

Each division must establish a mobile phone coordinator who will monitor

issuance, usage, and the contract requirements of aircards, mobile and

smart phones.

Department mobile and smart telephones will be used when conducting

official business only and only when a conventional telephone is not

readily available.

Department aircards may not be used while connected to the

Department’s wired network.

Personal use of state-owned or leased mobile or smart telephone is

prohibited except in an emergency. Reimbursement for the personal

usage is required. In the event that a mobile telephone is used for

personal or business other than state business, the member will be

required to reimburse the Department in accordance with Department of

Financial Services' guidelines.

Each Division’s mobile phone coordinator will coordinate the acquisition of

new aircards, mobile or smart phones with TAC.

Prior to submitting an invoice to the Bureau of Accounting for payment, it

will be reviewed and approved by the user and division mobile phone

coordinator for accuracy.

When a member uses a personal mobile telephone for official state

business and request for reimbursement is made, proper documentation

must be included to substantiate the use. Members will be required to

provide a statement certifying that the call(s) was (were) necessary for

official state business purpose. Reimbursement will be made on a per-

minute rate charge, plus applicable additional charges or taxes. Payment

by the Department to the member will be denied for;

(1) any portion of their monthly charge;

(2) use that does not require additional charges be made on their behalf,
and,

(3) charges related to obtaining documentation that lists their individual
calls.

When a particular member is being constantly reimbursed for personal

mobile phone usage, Accounts Payable will notify the division mobile

phone coordinator for consideration as to whether a state-owned or leased

mobile phone would be more cost effective.
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Utilization of wireless voice/data communications devices for dialing,
texting or the transmission or receiving of voice or data communication by
all drivers of state-owned, leased or rented vehicles and all personal
vehicles operated on official state business will be allowed only when the
devices are used in a hands-free mode or when the vehicle is not in
motion and is stopped in a safe location off of the roadway. Device use
without hands-free operation while the vehicle is in motion or not stopped
in a safe location off of the roadway will be considered improper use of the
vehicle and the device and/or a violation of policy.

All drivers of state-owned, leased or rented vehicles and all personal
vehicles operated on official state business will utilize only voice-guided
automotive navigational devices. Programming of these devices should
take place when the vehicle is not in motion and is stopped in a safe
location off of the roadway. Failure to utilize other than a voice-guided
automotive navigational device will be considered improper use of a
vehicle and/or a violation of policy.

Department issued mobile phones and smart phones should not use the
text (txt) function, except in emergency situations, for any state business
other than transitory messages. Transitory messages are those
messages with short term value, such as meeting reminders, and are not
intended to formalize or perpetuate knowledge. Transitory messages do
not set policy, establish guidelines or procedures, dictate orders, certify a
transaction or become a receipt.

Department aircards, mobile telephones, smart phones and pagers are
useful devices that belong to the State and are subject to theft by others.
Each member must take prudent steps to properly safeguard their
assigned devices. If a device is lost or stolen, the member will
immediately contact the service provider to have the device’s number
canceled, notify their immediate supervisor, the Division’s Mobile Phone
Coordinator and if deemed necessary, the FHP Bureau of Investigations.
Smart phones that are lost or stolen must also be promptly reported to
TAC (850-617-3801) so that access can be disabled.

. If a member separates or job duties change which no longer require an

aircard, cellular telephone, smart phone or pager, the member will return
the device to their supervisor. The supervisor will give the device to the
Division Mobile Phone Coordinator who will cancel the service contract or
reissue the device to another member if needed.

2. Use of Personal Smart Phones

a.

b.

Business use of personal smart phones must be approved by a Bureau
Chief or above and ISA.

Only smart phones that have been approved for support by ISA may be
configured to securely access and store department email and data.
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3.

All approved smart phones will be managed by the Department including
the addition of security controls, password requirements, and the ability to
wipe the device.

The Department offers no technical support for personal smart phones
including access issues, software installation and configuration, and
trouble shooting.

Department email use must be in accordance with Management Policy
8.03, Personal Computer Use and Internet Access.

Approved personal smart phones shall be protected by the password lock
feature to prevent unauthorized access. The lock feature will be
automatically enabled after 15 minutes of inactivity.

Approved personal smart phones that are lost or stolen must be reported
immediately to TAC (850-617-3801) so that access can be disabled or the
device wiped for security purposes.

Internet Services
a. Requests for internet services should be sent to the Technical Assistance

b.

C.

Center at TAC@flhsmv.gov for review, authorization and purchasing
instructions.

A MyFloridaMarketPlace (MFMP) direct order will be issued for the
monthly recurring internet service charges.

The contract manager will review the monthly invoice for compliance with
the DO and submit for payment through MFMP within five working days of
receipt.

C. Pagers

1. All requests for pager services should be processed through MFMP.
If the member loses a pager or it is stolen, the provider should be notified
immediately.
The contract manager will receive a monthly invoice. Upon receipt, the
contract manager should approve and submit for payment through MFMP

2.

3.

within five working days of receipt.
When a member who has been issued a pager retires, is terminated or

otherwise leaves the employment of the Agency or moves to another position

within the Agency, the contract manager will ensure that the pager is

cancelled or transferred to another member.

D. Reports
Requests for cost or utilization reports should be directed to the Bureau Chief
of Accounting in the Neil Kirkman Building.

Revision Date: 05/26/11



