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POLICY MAINTENANCE ADMINISTRATOR: Chief, Bureau of Personnel Services and
Director, Information Systems Administration

PURPOSE/SCOPE: To establish Department policy and procedures for use of
information technology resources.

. AUTHORITY

Chapter 282.318, Florida Statutes, Communications and Data Processing
Chapter 815, Florida Statutes, Computer-Related Crimes

Rule 71A-1, Florida Administrative Code, Florida Information Technology Resource
Security Policies and Standards

Rule 60L-36, Florida Administrative Code, Conduct of Employees

Governor’s Executive Order 11-03 and Code of Ethics, effective January 4, 2011

Il. RELATED POLICIES

MP_3.06, Disciplinary Process

MP 3.08, Ethics and Personal Responsibility

MP 8.01, Computer Security (Information Security Policy Manual)

MP 10.11, Communication Equipment and Service Acquisition and Use

lll. POLICY

Department information technology resources, such as desktop and laptop
computers, network servers, tablets, smartphones, personal digital assistants
(PDAS), Internet access, email, printers, fax machines and software, are valuable
assets for use by members in carrying out the Department’s mission. Information
technology resources are the property of or licensed to the State and members are
expected to protect and use these resources in compliance with this policy.

Department technology resources shall not be used for any purpose which violates
state or federal laws or rules, or for any activity which negatively affects the
availability, confidentiality, or integrity of information technology resources. While
using department information technology resources, members should have no
expectation of privacy regarding any aspect of their use. All department email use is
archived and may be retrieved at anytime for review. The Department has the right
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to inspect any files created, stored, sent, received or deleted on department
computers.

Members are permitted to briefly visit appropriate Internet sites allowed by the Depart-
ment subject to the limitations in this policy. Any personal use must be brief and
infrequent and must not interfere with the member’s job performance. Supervisors are
authorized to impose more restrictive guidelines in customer contact areas or for other
job-related reasons. Access to personal email accounts or instant messaging on State-
owned devices or network is strictly prohibited.

Florida has broad public records laws and all correspondence sent via email may be
subject to disclosure in accordance with Chapter 119, Florida Statutes.

IV. INAPPROPRIATE USE OF INFORMATION TECHNOLOGY RESOURCES

A. State information technology resources shall not be used for any purpose which
violates state or federal laws, rules or policies.

B. Inappropriate use of information technology resources, including Internet and
email, is not determined based on the member’s personal beliefs, values,
standards of conduct, or ethnic biases, but will be determined based on
guidelines, information, and examples contained in this policy.

C. The prohibited activities below are examples of inappropriate use of information
technology resources, including Internet and email, and are not all inclusive.

1. Engaging in illegal activity or any activity that may be harmful to department
computer systems, hardware, or software;

2. Using department information technology resources for personal gain or for
self-employment or secondary employment activities;

3. Accessing, emailing, sharing, copying or distributing information from
department programs such as DAVID, FDLIS, FRVIS, People First, and
others for personal use;

4. Configuring your department email account to automatically forward email to

a personal, non-department or external address other than an official Tax
Collector Office account;

Members using their personal email account to conduct state business;
Creating, receiving, accessing, downloading, installing, distributing or sending
through email (including personal email) or the Internet any of the items listed
below. NOTE: These prohibited activities apply to all department users when
using department systems or resources. Additionally, these prohibited
activities apply to department users when sending to a departmental
computer or emailing from a personally-owned computer or personal email.
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Material containing comments, jokes, insults or negative statements about
gender, race, ethnic background, national origin, religion, age or disability;
Material containing pornography, nudity or sexual references either
implied or explicit;

Material containing harassing, threatening, hostile, abusive or intimidating
statements;

Material or language containing profanity or cursing or that is vulgar,
offensive or obscene (such as references to bodily functions) or otherwise
inappropriate;

Solicitation of funds for political, religious or other personal causes. Use
of email is permitted for department sponsored fundraisers;

Non-work related material that contains graphics, pictures, sound, or other
media since these items negatively impact our computer system by taking
up storage space needed for work (limited exception discussed in Section
E);

Chain emails that ask the recipient to forward the email to others often
with the intent to receive a certain benefit (such as good luck, religious or
spiritual blessings or money) and, in some cases, state that failing to send
the email will break the chain and cause some negative action;

Software not approved or licensed by the Department;

Instant messaging not approved or authorized by the Department;

Peer to peer file sharing (for example: BitTorrent and others);

Non-work related electronic discussion groups such as news groups, chat
rooms or message boards.

Subscriptions to non-work related publications, newsletters, or email alerts
for personal purposes;

. Non-work related sites discussing such topics as gambling, illegal drugs,

illegal drug paraphernalia or violence;

Copyrighted material;

Games, movies, and music stored for personal use;

Screensavers, themes or wallpaper except as described in Section E
below;

Access to Social networking sites for non-work related activities.
(Examples: Facebook, Twitter, MySpace);

Access to streaming audio/video sites for non-work related activities.
(Examples: YouTube, MSN Video, MetaCafe); and

Access to file sharing sites or online storage sites that have not been
implicitly approved for departmental use. Use of such sites to store data,
including PII, CJI or DPPA data is strictly prohibited. (Personally
Identifiable Information, Criminal Justice Information, Driver Privacy
Protection Act).

D. Use of personal laptops or mobile devices to view inappropriate materials on
State-owned or -leased property is prohibited.
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E. Exceptions to Prohibited Activities List

The following are very limited exceptions to the prohibited activities listed in

Section C.

1. Members are permitted to store a small number (ten or less) of personal
pictures or photographs on their computer for use as a screensaver or
wallpaper as long as the items do not violate any of the provisions in Section
C regarding appropriate content or more restrictive divisional policies
relating to computer use.

2. With their supervisor’s approval, members may use their computer to listen
to original manufacturer music CDs (no copied or personally created CDs)
as long as the content is appropriate and is not saved to the Department’s
computers.

F. Access to personal email accounts on State-owned devices or networks
are prohibited.

V. VIOLATIONS

A. Anyone who has reason to believe a user is violating this policy should
immediately report the matter to their supervisor. Supervisors are expected to
advise their chain of command when they become aware of violations and
contact the Office of Employee Relations at 850-617-3202 for guidance on
handling the situation.

B. Members who receive an inappropriate email will immediately report it to their
supervisor noting the date, time, sender and subject of the email.

C. Supervisors should contact TAC if they believe any of the reported violations to
this policy have any security-related implications or compromise the
Department’s information in any way.

D. When an inappropriate email is received from a person who is known to the
member, the member will also reply to the sender advising that they cannot
receive such emails and request removal of their name from the sender’s
distribution list. However, members should not reply to messages where the
sender is unknown to them as the message may be a spam message or from a
forged sender.

E. Violation of this policy may result in disciplinary action up to and including
dismissal.

F. Managers will ensure that any vendor or contractor working in their area is
aware of, and complies with, the provisions of this policy.
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VI. SECURITY

Each user with authorized access to information technology resources shall be held
responsible for system security to the degree that his or her job requires the use of
information and associated systems. Computer users must not attempt to avoid
agency computer security measures or to access information technology resources
for which they do not have authorization or specific consent.

All users are responsible for complying with controls established to protect sensitive
information against unauthorized disclosure and to protect the Department from
unauthorized access to information resources. To this end, the Department has
developed an Information Security Policy Manual. Each member is required to
annually complete an ILearn module and acknowledge their understanding and
acceptance of the responsibilities enumerated in this manual.
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