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HIGHWAY SAFETY AND MOTOR VEHICLES
CARDS

POLICY MAINTENANCE ADMINISTRATOR: Chief, Bureau of Office Services

PURPOSE/SCOPE: To establish policy and procedures to issue and control access
cards for members, vendors, visitors and guests.

. AUTHORITY

Section 20.05, Florida Statutes, Heads of Departments; Powers and Duties

Chapter 71A-1, Florida Administrative Code, Florida Information Technology
Resource Security Policies and Standards (Section 71A-1.017 Physical and
Environmental Protection)

II. DEFINITIONS

A. Access Card (also referred to as card)- A proximity badge containing a code that
restricts access to the Neil Kirkman Building (NKB) during non-business hours,
and designates limited access areas during business hours and after hours.

B. Access Coordinator- The position in the Bureau of Office Services assigned the
responsibility by the Chief of Office Services for maintaining, programming, and
updating the Access Card computer.

C. Business Hours- For the purpose of this policy, "business hours" refers to
6:00 a.m. to 6:00 p.m., Monday through Friday, except for holidays.

D. CJIS- Criminal Justice Information Services.

E. Member- A Department of Highway Safety and Motor Vehicles employee
permanently assigned to NKB, including OPS employees.

F. Vendor- An approved vendor who provides services on a routine basis within

NKB.
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lll. POLICY

Access Cards are issued to provide access to NKB and to specified restricted areas
within NKB at all times, depending upon an individual's security clearance level. The
Bureau of Office Services issues cards to all persons that are assigned to NKB and
those vendors who perform maintenance, delivery, or repair work within NKB on a
regular or routine basis. Field members can be assigned a permanent access card
with NKB supervisor authorization. All vendors who request a permanent access
card will be required to complete a fingerprint background check before the badge
will be issued. Vendor badges will be date based and expire one year from date of
issuance. The cost to fingerprint will be the sole responsibility of the vendor and will
be collected by the Contract Manager/Supervisor responsible for vendor. For more
information, please contact the Access Coordinator. Cards are for the sole use of
the individual to whom issued, will be used only in the performance of that
individual's official duties, will not be used to let other individuals into the building,
and will not be loaned to any other individual. Misuse/Unauthorized use of the card
may result in disciplinary or other punitive action up to and including dismissal.

V. PROCEDURES
A. Initial Issuance

1. To obtain an Access Card, the supervisor of the member/vendor must
complete the Neil Kirkman Building Access Badge Request form, HSMV
94100. Upon approval by the appropriate supervisor or division director/
bureau chief (in the case of access to NKB during non-business hours),
and/or the ISA Director/designee (if data center and/or communications room
access is necessary), the supervisor or authorizing agent will deliver the form
to Bureau of Office Services, Division of Administrative Services to the room
designated on HSMV Form 94100, for processing. When access is requested
to the data center, communications rooms, or other sensitive information
technology areas, the Chief Information Officer or designee will ensure the
required CJIS level of background check and appropriate CJIS Information
Security training have been completed prior to submitting the approved form
to the Access Coordinator.

2. Access Coordinator will enter the necessary programming information;
including security pass number, member's/vendor's name, access level and
restrictions into the Access Card computer. The member/vendor will then be
photographed and issued their Access Card.
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3. If amember is reassigned to a new position at NKB, it is the supervisor’s

responsibility to inform the Bureau of Office Services personnel of the
member's name, work location, telephone number and supervisor's name.
The supervisor will notify the Access Coordinator by email with this
information on the member’s first day of reassignment.

Members/vendors shall enter NKB by using the card at the card access
doors. All members/vendors will use a card in order to gain access to public-
restricted areas within NKB. Members/vendors who possess an Access Card
and are authorized access to a particular door are required to present their
card if they are following another member/vendor who has already card-
accessed a secure door.

B. Temporary Admittance

1.

A member/vendor who does not have a 24-hour-a-day, 7-day-a-week access
level and is occasionally required to work at night or on weekends will be
admitted to the building by advance written notification from the member's/
vendor's supervisor to the Bureau ofOfficce Services .

a. Notification will include the name of the individual to be admitted, room
number where the individual will be working and dates and times when the
work will occur.

b. The Chief of the Bureau of Office Services , or designee, will submit the
name of the individual to be admitted to the security officer, who will verify
the member's/vendor's identity.

Field personnel temporarily assigned to NKB will be issued Access Cards
which will expire at the end of their assignment.

Issuance of Temporary Non-photo Access Cards to Members/Vendors due to
cards being lost, stolen or forgotten:

a. If a member/vendor presents themselves at the security/reception desk
requesting a temporary Access Card:

e Security personnel will confirm the requester is authorized for entry.

e After confirmation of approved access and presentation of a photo ID
(such as a driver license), the member/vendor will be issued a
temporary Access Card by the Security Officer.

e If confirmation cannot be made, the requesting member/vendor will not
be granted access to the NKB.
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b.

Lost or stolen cards will be reported by the member/vendor or supervisor
immediately to the Access Coordinator by e-mail.

In the event of a forgotten card, the member/vendor is responsible for
retrieving the permanent card and returning the temporary card to the
security/reception desk at the end of the workday.

4. Visitor Access (during business hours)

a.

Except as shown in Section 5 below, visitors wishing to see a member are
required to stop at the security/reception desk and allowed access to NKB
upon completion of the following:

e Contact is made with the designated member or work unit to announce
the presence of the visitor. Only the designated member's verbal
authorization will be acceptable. If verbal authorization by the
designated member is not obtained, the visitor will be notified and will
not be granted access to NKB.

e Upon verbal authorization by the designated member, the visitor will be
registered in the visitor's log and given a non-photo identification visitor
card. The visitor must wear the visitor card while in NKB at all times. A
staff member will be responsible for escorting the visitor to and from
the security desk to the visited location. If the visitor visits multiple
locations within NKB, they will be escorted at all times.

Visitor's conduct while in the building is the responsibility of the member
visited.

Visitors may be preregistered with security/reception desk personnel, who
will be responsible for contacting the designated member and making the
necessary log entries.

5. Visitor Access (after business hours, weekends and holidays)

Any visitor to NKB after business hours will be escorted by a DHSMV
member at all times while in the building. The DHSMV member is
responsible for all actions of the visitor while in NKB.
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6. Non-Member Access:

a. A card will be issued to individuals or vendors, e.g., custodians,
maintenance workers, cafeteria workers and contract workers, who work
at, or frequently visit, NKB upon completion of form HSMV 94100 and
following the procedures set forth in IV.A.1of this policy.

b. Commercial service or delivery vendors without a card will be escorted by
a member at all times while in the building.

c. Non-routine deliveries, such as food orders, flowers, etc., will be delivered
to the security/reception desk. These delivery services personnel will not
be granted access to the building.

C. Displaying Card

1.

2.

Access cards will be worn at all times in NKB by members/vendors/visitors.
The access card must be prominently displayed on the front mid trunk of the
outer most garment. Failure to properly display the access card may result in
disciplinary action.

When entering the NKB, each member is responsible for ensuring no one
enters behind him/her while the door is still open without having an access
card properly displayed. If not properly displayed, direct the member to the
front entrance of the NKB to begin the process outlined in section IV.B.3.a. If
the member does not comply, report the incident immediately to the security
desk with a description of the member and the door the member entered.
Members who do not properly display their access card and/or enter behind
another member without their card are in violation of this policy and may be
subject to disciplinary action.

D. Security Log

1.

Except as noted in D.2. below, all members/vendors or visitors entering the
building from 6:00 p.m. to 6:00 a.m. or on weekends or holidays will be
required to enter the main front entrance next to the security/reception desk.
Members may park in the front customer lot when they will be both entering
and exiting the building after hours. All members/vendors or visitors will be
required to sign in and sign out on the security log, located at the
security/reception desk, listing: name, division, work location, time of entry
and time of departure. The purpose of this log is to permit security personnel
to contact those in the building in case of emergency.
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2. Members who enter the building during normal business hours, but who work

beyond 6:00 p.m. on Monday through Friday, are not required to sign out
when leaving.

E. Reissue

1.

If the Access Coordinator cannot determine that the member has a valid card
or the access card is no longer in the system, form HSMV 94100 shall be
completed and delivered to the Access Coordinator. A member/vendor will
be reissued a card when the Access Card has been lost, stolen, destroyed,
damaged or when a name change occurs.

F. Destroyed or Damaged Access Card

1.

If a member's/vendor's card is destroyed or damaged, the member/vendor is
responsible for immediately reporting the event and presenting the damaged
card to the Bureau of Office Services for a replacement once employment is
verified.

G. Lost or Stolen Access Card

1.

If a card is lost or stolen, it is to be reported immediately to the Access
Coordinator by e-mail. Once received a replacement card will be issued.

If a card reported as lost or stolen is recovered, deliver the card to the Access
Coordinator.

H. Terminating/Suspending Member's/Vendor's Access Card

1. Upon knowledge of resignation or termination of a member/vendor, the

member's/vendor's supervisor will immmediately notify the Access Coordinator
by e-mail. The supervisor is also responsible for collecting and personally
delivering the card to the Access Coordinator no later than close of business
the following day of member’s/visitor’s last work day.

Upon knowledge of a member being placed on administrative leave, the
member's supervisor will immediately notify the Access Coordinator at
SafetyZone@flhsmv.gov. A member who has been placed on administrative
duty while under investigation or pending termination may have his/her
access to the NKB revoked. Business-related trips to the building by
members on administrative leave will be coordinated with the
security/reception desk by the member's supervisor. Access may be restored
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when the member resumes normal duty by supervisor sending an e-mail to

the Access Coordinator.

I. Security and Issuance of Access Cards

1. The Bureau of Office Services will ensure that security precautions are taken

regarding the storage and issuance of cards.

2. The Bureau of Office Services will maintain a record of all cards issued. This
record will include the date of issue, name, work location and security level of
the individual to whom it was issued; and date returned, lost or reissued.

J. Name or Access Level Changes

1. Current member/vendor(s) who require a name change or access level
change will be required to complete form HSMV 94100 and deliver to the

Access Coordinator.
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